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Intended Readership

This extract is aimed at those within
HMG Departments who are
responsible for defining the Business
Impact Level for information and ICT
systems. This could include
information risk owners, accreditors
and IA practitioners who are required
to conduct risk assessments.

Executive Summary
Departments should assess the
Business Impact Level (BIL) for
information and ICT systems in
accordance with the guidance provided
by the tables within this extract.

Departments should assess the BIL for
confidentiality, integrity and availability

properties according to the business
sector in which they operate.

Departments should note that for
confidentiality there is a direct
correlation between protective marking
and BIL. This correlation is a typical
mapping and Departments should
ensure that BIL assessments for have
taken account of any aggregation or
other issues that may affect the BIL
assessment. It is important to note that
no equivalent correlation of protective
marking to BIL exists for integrity and
availability.

Any interpretations of the terminology
used within the tables should be
justified in the RMADS and accepted
by the accreditor.

of information assets as independent

Aims and Purpose

This document provides a ready-reference standalone version of the table published
in Information Assurance Standard No 1 part 1 Issue 3.5 dated October 2009. It also
replaces the stand-alone version of The Business Impact Table Issue 2.2 dated
March 2009.

The tables within this document provide a framework to allow organisations to assess
the BIL for compromises of the confidentiality integrity or availability of information
and ICT systems. The business impact level scale ranges from 0 (no impact) to 6
(extreme impact). The business impact of a loss of confidentiality, integrity and
availability should be assessed as independent properties for any given asset or set
of assets.

The tables that are provided describe business impact statements for various sectors
of the UK. The aim is to provide a common set of standards that lead to a consistent
approach to the assessment of business impact. Tables have been written from the
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perspective of UK society. This means that it should be possible to compare impact
from across different sectors more readily.

Issue 1.0 — Stand-alone version of

table in Appendix 3 of HMG Infosec July 2007
Standard No.1 dated March 2007
Issue 2.0 - Updated March 2008
Issue 2.1 — At Iaunch_of SPF.Infosec October 2008
changed to Information Assurance
Issue 2.2 — Minor amendments to March 2009

Table 3& 4
Issue 3.5 — Amended to reflect
changes in HMG Information
Assurance Standard 1 Issue 3.5 dated October 2009
October 2009. All issue numbers now
in line to avoid confusion.
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Standard No.1 |
Business Impact Level
Tables

Key Principles

Using the tables

It is wunlikely that all definitions
associated to a particular Impact Level
in any given table will apply. Some will
be relevant, others not. It is also
probable that definitions from more
than one business area, sub-category
and impact level may apply. In these
cases, judgement is required to select
the most appropriate in  the
environment in question.

Selecting the Correct Table

Business areas and sub-categories are
defined within the table and should be
selected on the basis of those, which
most closely relate to the asset under
consideration. For example, if you are
a local authority your business area is
primarily providing a public service and
there are a number of sub-categories
applicable. For example the loss of
availability of a system supporting a
key transport mechanism, may impact
both sub-categories of Transport
(direct loss of transport impact) and
Finance (the economic effect on
business of a lack of transport). Where
more that one category is relevant then
the worst-case business impact should
be selected.

Impacts to Confidentiality and

Protective Markings

Where a UK Protective Marking is
applied to an asset there is a direct

correlation between this and business
impact level. The Protective Markings

of PROTECT, RESTRICTED,
CONFIDENTIAL, SECRET and TOP
SECRET directly match to business
impact levels 2, 3, 4, 5 and 6
respectively. This is a one-way
relationship. It is not the case that an
asset with a business impact level of 5
for confidentiality necessarily should
be marked SECRET. This is especially
true of impacts to aggregated data.
GPG 9 provides further guidance on
managing aggregation. There is no
equivalent set of protective markings
for Integrity or Availability.

Terminology

Many impact level definitions are
provided with a descriptive adjective,
for example ‘minor’ or ‘major’. In this
context they are simply portraying a
level of importance to the impact in a
particular business environment. There
are a number of relative terms used
within the table, and their use is not
precisely defined, rather it s
appropriate to the business function in
guestion. For example, ‘medium term’
in one case may mean 2 to 5 days, but
in another case may mean up to 3
years. Interpretations may be used as
long as they can be justified in the
RMADS and accepted by the
Accreditor.
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BIL 4

BIL 6

Sub Category |

Impact on life and

BILO

BIL 1

BIL 2

Inconvenience
or discomfort

BIL 3

Risk to an individual's

Risk to a group of individual's

BIL 5

Threaten life directly leading to limited

Lead directly to widespread loss of

operations

requirements at JIC
Priority Three or less.

damage unique intelligence
operations in support of
requirements at Priority Two

intelligence requirements at JIC
Priority One. Cause damage to UK or
allied intelligence capability

safety None None to an personal safety or liberty | security or liberty loss of life life
individual
Impact on political None None None Minor loss of confidence | Major loss of confidence in Threaten directly the internal political Collapse of internal political stability
stability in Government Government stability of the UK or friendly countries of the UK or friendly countries
Make it more difficult to Cause damage to the Cause severe damage to the Cause exceptionally grave damage
Minimal maintain the operational | operational effectiveness or . mag ) to the operational effectiveness or
del Loss of a ffecti - ity of llied f operational effectiveness or security of ity of lied f
Impact on military elay to or number of effectiveness or security | security of UK or allied forces UK or allied forces (e.g. compromise security of UK or allied forces
) None loss of minor ; of UK or allied forces (e.g. compromise of a logistics . . (e.g. compromise of the operational
operations minor supply . } of the operational plans of units of . . )
supply . (e.g. compromise of UK system causing re-supply - . plans of units of battalion size or
. services . . : HES company size or below in a theatre of . -
service forces training materials | problems without causing risk military operations) above in a theatre of military
or supply procedures) to life) Yy op operations)
) . . L . . Directly provoke international
. Materially damage diplomatic Raise international tension, or ; ;
Impact on foreign None None None Cause embarrassment relations (e.g. cause formal seriously damage relations with conflict, or cause exceptionally grave
relations to Diplomatic relations 9. : ; Y g damage to relations with friendly
protest or other sanctions). friendly governments
governments
Disadvantage the UK in international _Severel_y dlsadvant_age the UK in
o international negotiations (e.g.
Impact on ) . . negotiations (e.g. advance .
. ; Disadvantage a major Disadvantage a number of ] . advance compromise of UK
international trade None None None ) ) compromise of UK negotiation strategy o
- UK Company major UK Companies . negotiation strategy or acceptable
negotiations or acceptable outcomes, in the context inth f )
of a bilateral trade dispute) outcomes, In the cpqtext ora major
EU or WTO negotiating round)
Halt unique intelligence Halt unique intelligence operations in
Damage unique operations in support of support of intelligence requirements at | Halt unique intelligence operations in
Impact on intelligence intelligence operations in | intelligence requirements at JIC Priority Two, or damage unique support of intelligence requirements
p 9 None None None support of intelligence JIC Priority Three or less, or intelligence operations in support of at JIC Priority One. Cause severe

damage to UK or allied intelligence
capability

Table 1 — Defence, International Relation, Security and Intelligence
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Sub Category \ BIL O BIL 1 BIL 2 BIL 3 BIL 4 BIL 5 BIL 6
Impact on life and Inconvenience or Risk to an individual's Risk to a group of individuals | Threaten life directly leading | Lead directly to widespread
None None cause discomfort to an . - e ; .
safety individual personal safety or liberty safety or liberty. to limited loss of life loss of life
Minor disruption to Minor disruption to ) ) Disruption to emergency Disruption to emergency
service activities that | emergency service Dlsn_thlon FO. emergency service activities that service activities that . .
) N : service activities that . AT ) Threaten directly the internal
- requires activities that requires ) o requires reprioritisation at requires emergency powers . -
Impact on provision of IR LD requires reprioritisation at : . I stability of the UK or friendly
i None reprioritisation at the | reprioritisation at the I the national level (e.g. one to be invoked (e.g. military : .
emergency services | A the county or organisational ; : p countries leading to
ocal level to meet area or divisional level level to meet expected police force requesting help assistance to the emergency widespread instability
expected levels of to meet expected levels of servicep from another) to meet services) to meet expected P
service levels of service expected levels of service levels of service
Hinder the detection, impede
the investigation, or facilitate . N . Cause major, long-term
2 Impede the investigation of, Cause major, long-term . . L
) the commission of low-level -~ L h A " impairment to the ability to
Impact on crime . . ; fi or facilitate the commission impairment to the ability to . . )
fighting None None None crnme (|.e: crime not.de ined of serious crime (as defined investigate serious crime (as Investigate serious )
in legislation as "serious . S : - e organised crime (as defined
e - in legislation) defined in legislation) . e
crime"), or hinder the in legislation).
detection of serious crime
Cause a low-level criminal Cause a serious crime Cau_se_a numlt))er(;)f clrlml(;]al
prosecution to collapse; prosecution to collapse; conwfctlons tfo € d fc are |
Lo . . . s o - X unsafe or referred to appeal :
Impact on judicial None None Minor failure in local cause a conviction for a low: cause a conviction for a (e.g. through persistent and Major long term damage to

proceedings

Magistrates courts

level criminal offence to be
declared unsafe or referred
for appeal.

serious criminal offence to
be declared unsafe or
referred for appeal

undetected compromise of
an evidence-handling
system)

UK judicial system

Table 2 — Public Order, Public Safety and Law Enforcement
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Sub Category BIL O BIL 1 BIL 2 BIL 3 BIL 4 BIL 5 BIL 6
. . Short term material damage to Major, long term damage to
Impact on public None ;Zi?;foliﬁb"; Loss to Public Sector of Loss to HMG/Public ;Zi?c:ronglGO/sPr:iwigns u national finances or economic the UK economy (to an
finances £10.000 P up to £1 million Sector of £millions t0 £100 million "UP 1 interests (to an estimated total of | estimated total in excess of
’ £100s millions to £10 billion) £10 billion)
. ) . Undermine the financial Undermine the financial Material damage to international Major, long term damage to
Undermine the financial o f o . ) global trade or commerce,
Impact on UK trade A viability of a minor UK- viability of a major UK- trade or commerce, directly and :
None None viability of a number of leading to prolonged

and commerce

UK small businesses

based or UK-owned
organisation

based or UK-owned
organisation

noticeably reducing economic
growth in the UK

recession or hyperinflation in
the UK

Table 3 — Trade, Economics and Public Finance
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Tables

Sub Category \ BIL O BIL 1 BIL 2 \ BIL 3 BIL 4 BIL 5 BIL 6
Likely to reduce the
. perception of that Likely to result in . . .
il;:lc(i(iexli{ihoalri(ijtlijzceen?sn service by many undermined confidence Iggk;%é?]ggﬁz“tr"g ggc:\i::rglgteg May lead to a loss of public May lead to a complete
Inconvenience and ) citizens (e.g. in the service provider . trust in the service severe breakdown in public trust,
. . perception of that : . - national level (e.g. . . :
impact on public ) compromise leading | generally (e.g. public - . ) enough to cause a noticeable black market services thrive,
- ) . None service (e.g. a . - ] compromise of national patient 20 ; >
confidence in public comoromise leading to to an outpatient failures at a hospital information databases leadin drop in citizens using the consequent widespread loss
services P ) 9 clinic closing for a leading to noticeable ) . Y| service through mistrust, with of life or critical impact on
the cancellation of a d ith | bli fid to undermined confidence in sk o Iif inuity of
hospital appointment) ay, with lower public confidence the NHS) consequent risk to life continuity of government
cancellation of in that hospital)
appointments)
Likely to cause a May cause short term material May cause major, long term
) Likely to cause a loss y . Likely to cause a loss to Likely to cause a loss to HMG/ | damage to national finances or yc jor, fong
Impact on public ; loss to the Public ) : - L material damage to the UK
. None to the Public sector of HMG!/ Public sector of Public sector of £10s millions, economic interests (to an .
finances sector of up to .. o . economy (to an estimated
up to £10,000 £1 million E£millions up to £100 million estimated total of £100s total in excess of £10 billion)
millions to £10 hillion)
Devastating financial loss for Material financial loss to the Extensive financial losses
Minor financial loss to A ) . Severe financial loss to an individual, or severe UK economy, leading to loss across the economy leading
’ S Significant financial S - ; o
Impact on non-public None an individual or loss to an individual any individual such as economic loss leading to loss of a number of large to significant long-term
finances business (typically up - unemployment or loss of | of a large company or organisation or severe damage to the UK, such as
or business . ) -
to £100) a small UK business employer or a number of small | damage to entire market wide spread unemployment
businesses sectors and recession
Low risk to an Directly lead to a risk to
- individuals personal an individuals personal . . S
Locally provisioned Serious risk to any individual's -
services with an safety (e.g. the safety (e.g. the personal safety (e.g. the Threaten ."fe d|re<_:tly (e.g. the Directly threaten or lead to
; compromise of the compromise of the : compromise of witness . )
impact on the address of a victim address of a victim of compromise of the address of rotection information, where wide spread loss of life
personal safety of None None a victim of abuse, where P ' (particularly social care and

citizens (e.g.
sheltered
accommodation)

of abuse, where
there is a low risk of
further abuse if such
information became
known)

abuse, where there is a
reasonable risk of
further abuse if such
information became
known)

serious further abuse is likely if
such information became
known)

there is a real risk of
attempted murder if the
information became known)

environmental health
services)
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Sub Category

Locally provisioned
services with an

BIL O

BIL 1

Disruption to a

NOT PROTECTIVELY MARKED

BIL 2

Disruption, compromise
or flawed working of
local services which

BIL 3

Authority-wide disruption,
compromise or flawed
working of services which

BIL 4

Significant authority-wide
disruption, compromise or

BIL 5
Major disruption or

compromise of a Local
Authorities services, or

BIL 6
Catastrophic disruption or

compromise of a number of
Local Authority services, or

impact on the health None ) h ; ) flawed working of services critical faults within these catastrophic faults within
o local service could pose arisk to could pose an increased risk ; - . . - .

of citizens (e.g. waste health (e.g. spread of to health (e.g. spread of which could lead to major services, which could lead to | these services, which could

disposal) disease).g. P disease) g-sp health risks severe health risks and lead to severe health risks
limited loss of life and widespread loss of life

Locally provisioned . . . Total loss of major services

services with no Cangellatlon of Cancellation of services Cancellation of multiple Loss of major services Tota] loss of major services provided by a number of

: services to a small - . provided by a Local . .

impact on health or to a number (up to 100) services to a number (up to provided by a Local - : Local Authorities leading to

o, number (up to 10) L - . S - . Authorities leading to severe " ;
safety of citizens (e.g. None of citizens (e of citizens (e.g. closure 1000) of citizens leading to Authorities leading to major financial losses to the Local severe financial losses to
library services, land 9. of a library or other significant individual financial losses to the Local - - the Local Authorities and
- closure of a library . . - . . Authority or devastating L A -
use and planning - facility) financial losses Authority or Citizens " Citizens, leading to major
) or other facility) losses to Citizens. ;
services) economic damage.
Isolated or minor Isolated or minor Significant incident to which Major incident to which a Major incident to which a Major incident to which
incident to whicha | .~ ; g oo Local Authority is not able to | Local Authority is not able to | several Local Authorities are
- L incident to which a Local | a Local Authority is not able L - L - o
Locally provisioned Local Authority is Authority is not able to to react within 24 hours react within 24 hours which react within 12 hours which not able to react within 12
services in support of not able to react L ; affects a large number of affects a large number of hours which affects a large
None react within a few days which affects a large number

the Civil
Contingencies Act

within a few days
which affects a
small number of
citizens

which affects a number
of citizens/local
businesses

of citizens/local businesses -
e.g. significant flooding, fire,
contamination or explosion.

citizens/local businesses -
e.g. major flooding, fire,
contamination, explosion or
CNlI failure.

citizens/local businesses -
e.g. major flooding, fire,
contamination, explosion or
CNI failure

number of citizens/local
businesses - e.g. major
flooding, fire, contamination,
explosion or CNI failure.

Table 4 — Public Services
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Tables

Sub Category \ BIL O BIL 1 BIL 2 BIL 3 BIL 4 BIL 5 BIL 6 \
Local loss of Local loss of . . . .
L Local loss of telecoms for up | Loss of telecoms in a region | Loss of telecoms nationally Loss of telecoms nationally
Communications None telecoms for a few | telecoms for up to
to 24 hours for up to 24 hours for up to a week for more than 1 week
hours 12 hours
Local outages Local outage Loss of power in a region Loss of power in a region Loss of power in a region Loss of power nationally
Power None causing disruption | causing disruption causing disruption for up to causing disruption for up to causing disruption for more affecting the whole of the UK
for a few hours for up to 12 hours 24 hours a week than 1 week for more than 1 week
Minimal impact Minor loss to a Major loss of a Leading Major loss of a Leading Severe losses to UK ) .
. . . . h . . ) Severe financial losses to
Finance None (less than Financial Company Financial company of Financial Company of £10s Business of up to £100s UK Business of £10s billions
£10,000) (less than £1 million) | £millions millions millions
Transport Minor disruption of | Minor disruption of a
Note: Data based on a kev local P kev local trgns ort Disruption of a number of Major disruption of key Severe national disruption of | Severe national disruption of
the National Risk None y Y P key local transport systems regional transport systems key transport systems for up | key transport systems for
transport systems | systems for up to 24
Assessment Impact f h h for up to 24 hours for up to a week to a month over a month
Scale or up to 12 hours ours
Breakdown of Breakdown of local
local water water supplies Breakdown of local water Breakdown of local water Breakdown of regional water | Total breakdown of national
supplies and/or and/or sewage supplies and/or sewage suppliers and/or sewage suppliers and/or sewage water supplies and/or
Water and Sewage None sewage service for | service for a small service for a number (up to service for over 100 people service (effecting >100 sewage service (effecting
a small number number (<50) of 100) of people or prolonged or prolonged drought (up to people) or prolonged >100 people) or prolonged
(<10) of people for | people for more than | drought (up to 1 months) 1 months) drought (up to 3 months) drought (> 3 months)
more than a day a week
Local disruption to | Local disruption to Regional disruption to the
the distribution of the distribution of -€giona p Regional disruption to the National disruption to the National disruption to the
: . distribution of some AN S . SO 8
some essential some essential B distribution of some distribution of essential distribution of essential
essential goods, fuel, raw . . -
Food and None goods, fuel, raw goods, fuel, raw materials and medicines essential goods, fuel, raw goods, fuel, raw materials goods, fuel, raw materials
Consumables materials, materials, medicines . materials and medicines and | and medicines and and medicines and
- : - and/or widespread . . - . ; . ] ; .
medicines and/or and/or disruption of . . widespread disruption of widespread disruption of widespread disruption of
disruption of food for up to a
food for up to a food for up to a week food for up to a month food for up to a month food for over a month
week month

Table 5 — Critical National Infrastructure (CNI)
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Sub Category

Impact on health and
safety of the Citizen

BIL O

None

Minor injury or
illness with a quick
(within one week)
and complete
recovery to an
individual

NOT PROTECTIVELY MARKED

Compromise an individual's
personal safety or security.

BIL 3
Minor injuries to a group of
individuals or serious
injury to an individual
involving slight to
moderate pain for 2-7
days. Thereafter some
pain/discomfort for several
weeks. Some restrictions
to work and/or leisure
activities over several
weeks/months. After 3-4
months return to normal
health with no permanent
disability.

Serious injury to several
individuals or compromise of a
group of individuals personal
safety

BIL 5

Permanent incapacitating
injury or iliness to an
individual, Moderate to
severe pain for 1-4 weeks.
Thereafter some pain
gradually reducing, but
may recur when taking
part in some activities.
Some permanent
restrictions to leisure and
possibly some work
activities and may directly
threaten their life.

Permanently
incapacitating injury or
illness to many
individuals that may lead
to widespread loss of
life.

Impact on the Privacy
of the Citizen

None

Loss of control of
a citizen’s
personal data
beyond those
authorised by the
citizen.

Loss of control of many
citizens’ personal data beyond
those authorised by each
citizen.

Loss of control of a
citizen’s sensitive data
beyond those authorised
by the citizen. A
compromise to the identity
or financial status of an
individual citizen.

Loss of control of many citizens’

sensitive or financially significant

personal data beyond those
authorised by each citizen. A
compromise to the identity or

financial status of many citizens.

Increased vulnerability to
criminal attack.

Widespread compromise
of identity management
systems or personal
financial systems across
the UK.

The collapse of identity
management systems or
personal financial
systems across the UK.

Impact on the Identity
of the Citizen.

None

lllicit access using
one individual's
identity on behalf
of another would
cause
inconvenience to

Illlicit access using one
individual’s identity on behalf
of another would allow the
entry of incorrect information,
thereby causing distress, or
access to payments intended
for that person or could further

lllicit access using several
individual's identities
would allow the entry of
incorrect information,
thereby causing distress,
or access to payments
intended for those people
or could further

lllicit access using many
(thousands of) individual's
identities would allow the entry
of incorrect information, thereby
causing distress, or access to
payments intended for those
people or could further

lllicit access would
facilitate a serious crime,
such as blackmail or long-
term fraud or disrupt an
on-going legal process or
provide the means of
creating an illicit real world

Illicit access could lead
to the loss of liberty or
life of an individual or
several individuals.

the victim. a subsequent impersonation subsequent impersonation | subsequent impersonation identity for an individual or
attack on that individual. attacks on several attacks on many individuals. several individuals.
individuals.
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Extract from HMG IA

Standard No.1

Business Impact Level

Tables

Sub Category BIL O BIL 1 BIL 2 BIL 3 BIL 4 BIL 5 BIL 6
Minimal disruption | Minimal disruption to a group o ) .
or inconvenience of individuals or significant Sianifi di . gulpstantlal dllsruptlon to S?N'Ce Severe disruption to Severe and widespread
in service delivery | disruption in service delivery or 'gni |caént|_ |sru?t|on to ) e(:j!v%ry tlo a arﬁ]e group o I service delivery to a large disruption to service
to an individual. distress to an individual. For service dellvery for a individuals, perhaps nationally. group of individuals, that delivery, which may
S ) A number of individuals, Lack of services may directly . .
Utilisation of Public For example an example availability to a set of - ) f may directly threaten directly lead to
h None N - T such as nation wide. For threaten the safety or wellbeing L . .
Services individual has to personal information is lost, - P safety or lead to limited widespread loss of life,
. o o example loss of ability to of an individual or a small group. ;
re-submit an requiring resubmission of deliver a non-essential For example. loss of personal loss of life, for example for example severe loss
address or re- identity evidence before minor ; - : . pie, 'p . limited loss of sensitive of availability of many
. h . service nation wide entitlement information for social ) ;
register for a services can be delivered (e.g. security payments police records. medical records
service. library lending) pay
Eﬁiﬁgﬁ:fcﬁﬁgﬁszgg:fn Prolonged and severe distress Severe distress to an Severe and extreme
term distress or éi nificant for a significant number of individual to the extent that | distress to a large group
Short-term distress or 9 citizens, or extreme distress for it may lead to loss of life of individuals, leading
Short term, - embarrassment for many S ) . h
L significant embarrassment to S an individual. For example, total (for example compromise directly to widespread
Embarrassment or minimal PR citizens. For example . A ) ) ' h
distress None embarrassment to | &0 |nd|V|dya|, such.as. . permanent loss of compromise of an mdlyldual S _of witness protection loss of life. For exgmple
SOl compromise of their financial ) . medical history or partial information). Widespread the total compromise of
an individual - professional standing for - . . - )
credit score B compromise for a group. and severe distress to a an entire nation wide
an individual . - - S . .
Loss, leading to identity Loss, Ieacél_ng _to_ |der|1t|ty theft for Iarge_group _of |nd_|V|duaIs, witness protection
theft for an individual a group of individuals possibly nation wide scheme
- - Substantial loss of income for a
Minor loss of Major financial loss for an S'gn'f'?a”.t !OSS of income significant group of individuals Financially devastating for | Financial impacts are
S : ) for an individual, such that ) ; ; S ]
money for an individual, but not involving it has a short-tem impact that causes financial hardship. a large group of individuals | wide spread to the
Personal Finance None individual, no more | any financial hardship, or P Financially devastating for an for example wide spread extent that major long-

than an individual
annoyance

minor loss for a small group of
individuals

on the individual's way of
life or causes some
financial hardship.

individual for example personal
bankruptcy and repossession of
home.

personal bankruptcy and
repossession of homes.

term damage is caused
to the UK economy.
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Customer Feedback

CESG Information Assurance Guidance and Standards welcomes feedback and
encourage readers to inform CESG of their experiences, good or bad in this
document. We would especially like to know about any inconsistencies and
ambiguities. Please use this page to send your comments to:

Customer Support

CESG

A2j

Hubble Road

Cheltenham GL51 OEX

(for the attention of IA Policy Development Team)

Fax: (01242) 709193 (for UNCLASSIFIED FAXES ONLY)
Email: enquiries@cesq.qgsi.gov.uk

For additional hard copies of this document and general queries please contact
CESG enquiries at the address above

PLEASE PRINT
Your Name:

Department/Company Name and Address:

Phone number:
Email address:

Comments:

This information is exempt from disclosure under the Freedom of Information Act 2000 (FOIA) and may be exempt under other
UK information legislation. Refer any FOIA queries to GCHQ on 01242 221491 x30306 or email infoleg@gchg.gsi.gov.uk
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HMG IA Standards are issued jointly by Cabinet Office and CESG, the UK National
Technical Authority for Information Assurance, in support of Mandatory
Requirements specified in the HMG Security Policy Framework (SPF). The standards
outline minimum measures that must be implemented by Departments and Agencies
bound by the SPF, and compliance with SPF Mandatory Requirements cannot be
claimed unless adherence to the Standards can be demonstrated. They do not
provide tailored technical or legal advice on specific ICT systems or IA issues.
Cabinet Office and GCHQ/CESG and its advisers accept no liability whatsoever for
any expense, liability, loss, claim or proceedings arising from reliance placed upon
this Standard.

This information is exempt from disclosure under the Freedom of Information Act 2000 (FOIA) and may be exempt under other
UK information legislation. Refer any FOIA queries to GCHQ on 01242 221491 x30306 or email infoleg@gchqg.gsi.gov.uk
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IA

CESG

B2h

Hubble Road
Cheltenham
Gloucestershire
GL51 OEX

Tel: +44 (0)1242 709141
Fax: +44 (0)1242 709193
Email: enquiries@cesg.gsi.gov.uk

© Crown Copyright 2009. Communications on CESG telecommunications systems may be monitored
or recorded to secure the effective operation of the system and for other lawful purposes. This
information is exempt from disclosure under the Freedom of Information Act 2000 and may be subject
to exemption under other U.K. Information legislation. Refer disclosure requests to the originating
Agency.

NOT PROTECTIVELY MARKED



	Intended Readership
	Executive Summary
	Aims and Purpose
	Key Principles
	Using the tables
	Impacts to Confidentiality and Protective Markings
	Terminology
	Table 1 - Defence, International Relation, Security & Intelligence
	Table 2- Public Order, Public Safety and Law Enforcement
	Table 3 - Trade, Economics and Public Finance
	Table 4 - Public Services
	Table 5 - Critical National Infrastructure
	Table 6 - Personal / Citizen
	Customer Feedback



